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1. INTRODUCTION

The My Profile e-service is used for managing the user’s unique electronic identity (e-1D) in the
National Identification and Authentication System (hereinafter: NIAS). The My Profile e-service
is intended for the end user of any electronic service the access to which requires a unique
authentication via NIAS. The user proves his/her e-ID by using a credential included in NIAS.

1.1. Objective and purpose

The primary objective is to allow the end user to view the history of all logins s/he has made via
NIAS to access different e-services, monitor the use of credentials by simply entering the e-mail
address to which the user wants to receive notifications, and setting the method of accessing
each e-service.

1.2. Scope

The My Profile e-service is intended for the end user of any e-service the access to which
requires a unique authentication via NIAS. The user proves his/her e-ID by using a credential
included in NIAS. My Profile is an e-Service automatically activated by the User when logging in
to the System via Navigation bar; it is intended for the purpose of User’s account administration
within the System. Through the user-oriented My Profile e-service, NIAS allows the User to
personalise his/her NIAS user account and to profile certain activities associated with the
functioning of NIAS.

2. TERMS AND ABBREVIATIONS

e PIN — Personal Identification Number

¢ NIAS - National Identification and Authentication System

3. PREREQUISITES FOR USE

In order to use the My Profile e-service, you need to have the following:

Personal computer

Internet access

Newer generation web browser

At least one active credential integrated with NIAS

E-mail address — if the user wants to receive e-mail notifications

VVVYVYYVY

4. APPLICATION OVERVIEW

The functionalities of the My Profile e-service are listed below:

user login to the application

my shortcuts

automatic permissions

history of logins and used credentials
log off from the application

arwdE
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5. SCREEN DESCRIPTION

This Chapter describes screens and related commands, text boxes, drop-down menus, data
elements, etc., and how to operate the My Profile e-service.

5.1. E-service login

The My Profile e-service is accessed by selecting the Login button on the navigation bar or by
entering the address https://mojprofil.gov.hr/ in the web browser.

After logging in to the e-service, the screen shown in Figure 1 opens, i.e. the login process via
NIAS is initiated. The remaining login process continues in NIAS. Instructions for use of NIAS
are available on the website https://nias.gov.hr/.

NIAS

National Identification and Authentication System

—_—
e-Service

Moj profil ENG

Name, Surname, Pin (OIB)

User identifier: 8F81-A20D-ADE4-0F34-E1B3-E616-41BC-0935

requested your authentication from NIAS and access to your personal data:

“ S

General Terms of Use NIAS Log-In Instructions (PDF)

About NIAS

NIAS is an intermediary between certain services on the e-Citizens digital platform and
the issuers of digital credentials — electronic identity certificates of end-users using
these services. NIAS verifies a user's identity and grants them access to certain public
sector e-services. It also provides the user with a unique, single log off from the
services that they use.

E-mail: pomoc@e-gradjani.gov.hr | Phone: 072 200027
Office hours for user helpline: weekdays between 7:30 and 15:30 CET

NIAS Log-In Instructions (PDF)

Figure 1: NIAS home page

SCREEN DESCRIPTION
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5.1.1. Successful e-service login

After a successful login via NIAS, the screen shown in Figure 2 opens. It displays the User’'s
name and surname, and options enabled by the My Profile service.

o G DD Wi T Qmw B8 aA

W W informecije i usluge

A HRVOJE HORVAT  w

Croatia

Search information and services

Q Notifications Help

=

My Profile

Moje pretice &

* Moj OB
+ e-Matine knjige
* Portal zdravlja

+ eUsluge MUP-a

+ e-Zahtjev za izdavanje ePutovnice

B Add shortcut group (% Automatic permissions (@ Access history @ Used digital credentials

Figure 2: User logged in to My Profile

5.1.2. Unsuccessful e-service login

If the login process via NIAS did not go correctly, the User is redirected to the e-Citizens system
website.

Search for information and services

eg driver's license Q Announcements Help

D $x i

Become an e-Citizen e-Services e-Information
Access services from the comfort of your home or Digital services for citizens and business entities Information and advice for life situations
office provided by public sector bodies
Get started Catalogue of Services Catalogue of Information
= @ ;.
K-
Foreign nationals in Croatia Croatians living abroad e-Government
Information and e-services for all foreign nationals Information and services provided to Croatians Overview of Croatian central state administration
in Croatia, Digital nomads and EU citizens living abroad and their descendants bodies
More More More

Figure 3: e-Citizens system website

SCREEN DESCRIPTION _
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5.2. My shortcuts

My Profile allows the User to create personalised groups of shortcuts with links to the desired
services. Initially, a predefined group of shortcuts called "My shortcuts" was created for the
User. This group of shortcuts can be changed, and the procedure is explained below.

A new shortcut group is added by selecting the Add shortcut group button.

My Profile

Moje pretice {c3

+ Moj 0IB

= e-Mati¢ne knjige

* Portal zdravlja

* e-Usluge MUP-a

» e-Zahtjev za izdavanje ePutovnice

B Add shnncut%oup (4 Automatic permissions (O Access history Q Used digital credentials

Figure 4: Option Add shortcut group

This opens a modal window to enter the name of the shortcut group. The name of the new
group is entered into the associated input field.

Add shortcut group

Enter a name for the new group:

Favorites ‘

Confirm entry

Figure 5: New group name entry

SCREEN DESCRIPTION
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After confirming the entry, the new shortcut group appears on the screen of the My Profile e-
service.

3

Moje preéice 4% Favorites {8t

My Profile

= Moj OIB

» e-Mati¢ne knjige
* Portal zdravlja
* e-Usluge MUP-a

» e-Zahtjev za izdavanje ePutovnice

Figure 6: New shortcut group successfully added

The User edits a shortcut group by selecting the icon {g} This opens a modal window for
editing shortcuts.

The User is provided with options to rename the group, delete the group, add e-services to the
group, edit e-service signatures, and to delete an e-service from the group.

The group is renamed by changing the text in the associated input field.

Group name change:

Favorites change

Figure 7: Rename the group

SCREEN DESCRIPTION m
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The group is deleted by selecting the Delete group button.

Edit shortcuts ? X

Group name change:

Favorites change

Delete group

Figure 8: Delete the group

A new e-service can be added to a shortcut group by entering the name of an e-service initiates
the search for all available e-services, and those containing the entered text are shown. The

User then marks the one s/he wants to add to shortcuts. Adding is confirmed by selecting the
Confirm selection button.

Add shortcut group

Search and select the preferred service among the results:

[ I Q

Porezna prijava za obracun i plaéanje posebnog poreza na motorna
vozila

Confirm selection

Figure 9: Adding a service to shortcuts

The selected e-service then appears on the list below the Confirm selection button.

SCREEN DESCRIPTION ‘
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Add shortcut group

Search and select the preferred service among the results:

Search e-services Q

Confirm selection

Name Order Delete

Porezna prijava za obraéun i plaé¢anje posebnog oy ®
poreza na motorna vozila

Figure 10: List of services in the shortcut group

The User may change the order in which e-services are displayed in shortcuts by selecting the
arrows.

Name Order Delete
e-Zahtjev za izdavanje vozacke dozvole ™ J ®
Porezna prijava za obracun i pla¢anje posebnog . ®
poreza na motorna vozila @j

e-Zahtjev za izdavanje ePutovnice ™ ¢ ®

Figure 11: Editing the order of services

SCREEN DESCRIPTION
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To delete e-services from the list of shortcuts, it is necessary to first mark the e-services to be
deleted and then to select the Delete selected button.

Name Order Delete
e-Zahtjev za izdavanje vozacke dozvole ™~ ¢ | D]
Porezna prijava za obraéun i placéanje posebno

prij placanje p g oy ®

poreza na motorna vozila

e-Zahtjev za izdavanje ePutovnice ™ ¢

Delete selected

Figure 12: Deleting services from the list of shortcuts

Changes are saved by selecting the button Confirm changes and close dialogue.

Edit shortcuts

Group name change:

Favorites

Delete group

Add shortcut group

Search and select the preferred service among the results:
lsearch e-services
Confirm selection

Name Order Delete

e-Zahtjev za izdavanje vozacke dozvole ST ®

Porezna prijava za obraéun i pla¢anje posebnog oy ®
poreza na motorna vozila

e-Zahtjev za izdavanje ePutovnice DTG ®

Delete selected

Confirm changes and close dialogue h

Figure 13: Saving the changes

SCREEN DESCRIPTION
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My Profile

’ @ Shortcut Favorites has been updated.

Moje precice 4§} Favorites 4:?}
s Moj OIB s e-Zahtjev za izdavanje vozaéke dozvole

* e-Matiéne knjige * Porezna prijava za obraéun i pla¢anje posebnog poreza na motorna vozila

+ Portal zdravlja * e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

* e-Zahtjev za izdavanje ePutovnice

Figure 14: Shortcuts updated

5.3. Automatic permissions

The User is able to configure automatic permissions for e-services that use authentication via
NIAS. When logging in to an e-service, NIAS asks the User to confirm that authentication has
actually been requested by that e-service and to confirm that data has been forwarded to the e-
service. In this case it is necessary to make an additional step every time, i.e. to confirm the
request for authentication via NIAS made by the e-service. My Profile provides the option of
configuring automatic permissions for NIAS. Once the automatic permission for an e-service
is configured, NIAS will no longer ask the User to confirm that the e-service requested
authentication via NIAS. Automatic permissions only work when there is an active session on
NIAS, i.e. the User is already logged in to at least one service.

The option of viewing and managing automatic permissions is accessed by selecting the
Automatic permissions button.

My Profile
Moje precice {c3 Favorites {3
+ Moj OIB * e-Zahtjev za izdavanje vozaéke dozvole
+ e-Mati¢ne knjige + Porezna prijava za obra¢un i pla¢anje posebnog poreza na motorna vozila
* Portal zdravlja * e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

* e-Zahtjev za izdavanje ePutovnice

B Add shortcut group & Automatic pewrhmissions (® Access history @ Used digital credentials

Figure 15: Automatic permissions
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This opens a modal window, showing the list of services used by the User and the option to
grant automatic permissions.

Automatic permissions ? X

You can allow e-services to automatically load your data upon access. If
you choose to do so, NIAS will not request your consent for sending your
data to the selected service every time you access it.

Electronic service Permission
status

Moj profil ENG

Osobni korisni¢ki pretinac ENG [ @)

eUsluge Porezne uprave ENG

Test ENG [ @)
Moj racun - REGOS ENG

elDAS ENG

eOvlastenja - prezentacija ENG

e0vlastenja - test ENG

Figure 16: Viewing the services and automatic permissions

e-Services with an activated automatic permission have, under their permission status,

activated (}

Automatic permissions are configured by the User marking the checkbox in the permission
status for the desired electronic service to which s/he wants to grant permission. To complete
the changes to automatic permissions, the User needs to select the Save changes button.

Electronic service Permission
status

Moj profil ENG

Osobni korisni&ki pretinac ENG O

eUsluge Porezne uprave ENG %)

Test ENG

Moj raéun - REGOS ENG
elDAS ENG
eOvlastenja - prezentacija ENG

e0Ovlastenja - test ENG

Figure 17: Marking permissions and the Save changes button

SCREEN DESCRIPTION
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5.4. History

The My Profile e-service provides the option to view the history of logins via NIAS and to view
when a specific credential held by the User was last used.

5.4.1. History of access

To view the history of sign-ins to electronic services via NIAS, it is necessary to select the option
History of access.

My Profile
Moje predice 8 Favorites {8
* Moj OIB * e-Zahtjev za izdavanje vozacke dozvole
» e-Mati¢ne knjige = Porezna prijava za obradun i pla¢anje posebnog poreza na motorna vozila
» Portal zdravlja * e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

* e-Zahtjev za izdavanje ePutovnice

B3 Add shortcut group (% Automatic permissions (® Access history “ Q Used digital credentials

Figure 18: History of access

This opens a modal window, showing the history of access to e-services via NIAS.

Access history

Filter records by date:

24.03.2021 B 31.03.2021 B

Date and time e-Service Details
3/31/2021 11:40:56 AM My profile

3/31/2021 11:29:50 AM My profile

3/30/2021 4:09:23 PM My profile

3/29/2021 8:50:07 AM Registar stvarnih vlasnikaENG

Uvjerenje da se ne vodi kazneni

3/27/2021 5:26:21 PM postupakENG

3/27/2021 10:34:56 AM  eNovorodenéeENG

3/26/2021 2:58:29 PM My profile

0o oo ojoo|o

3/26/2021 2:56:30 PM eOvladtenia - testENG

M- -

Figure 19: History of access to e-services
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The User is able to select the time period for which s/he wants to view the login history. The
period is selected by entering the date from and to.

Filter records by date:

24.03.2021 5 31.03.2021 B m

Figure 20: Time period selection fields

Clicking on the fields displays a calendar for selecting the date.

Filter records by date:

24.03.2021 % ¢ March 2021. > w

Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 5 6 7
Date and time & g o 10 11 12 13 14 @ils
15 16 17 18 19 20 21
2 23 [R5 26 27 2
3/31/2021 11:29: 50 AM M 20 30 37

3/31/2021 11:40:56 AM M

3/30/2021 4:09:23 PM M
Today

2292029 -E0-07 ARA (=

Figure 21: Date selection calendar

After selecting the time period, it is necessary to select the Submit button. Results that satisfy
the search criterion appear below. The results are grouped by page, so one page displays 10
results. It is possible to perform the search only for the time period within the last 60 days.

SCREEN DESCRIPTION
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Access history

Filter records by date:

30.03.2021 B 31.03.2021 5 Submit

Date and time e-Service Details

3/31/2021 11:40:56 AM My profile ]

3/31/2021 11:29:50 AM My profile ]

3/30/2021 4:09:23 PM My profile

Figure 22: Results for the selected time period

Basic information, such as the time and name of the e-service to which access was requested,
are shown in the view. To display login details, the User needs to select the option DetaiIsE].

Date and time e-Service Details
3/31/202111:40:56 AM My profile Dh
Mame: HRVOJE
Surname: HORVAT

Pin (OIB): 22222222226
Digital credential: ePass

3/31/2021 11:29:50 AM My profile L]

Figure 23: Login details

SCREEN DESCRIPTION
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5.4.2. Used digital credentials

The User can view the history of using his/her credentials on the My Profile e-service website.
To view the history of used credentials, it is necessary to select the option Used digital
credentials.

3

My Profile
Moje preéice {53 Favorites {8
* Moj0IB * e-Zahtjev za izdavanje vozacke dozvole
= e-Matiéne knjige = Porezna prijava za obraéun i placanje posebnog poreza na motorna vozila
+ Portal zdravlja = e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

» e-Zahtjev za izdavanje ePutovnice

B Add shortcut group (& Automatic permissions (@ Access history 8 Used digile&credentials

Figure 24: Link to the option History of used credentials

This opens a modal window, showing the list of used credentials.

Used digital credentials

Below is a list of digital credentials you used in NIAS and the date of the
last log-in with the corresponding digital credential. You can also provide
an e-mail address for receiving log-in notifications.

Name of the digital credential Last log-in
ePass 3/31/2021 11:40:56 AM
Poslovni certifikat sigurnosne razine 4 7/9/2020 12:56:55 PM

Test vjerodajnica 2/15/2019 1:56:49 PM

Enter or change the e-mail address for receiving log-in notifications:

Save e-mail address

Figure 25: List of used credentials

When viewing the history of used credentials, the User is able to see the exact date and time
when a specific credential held by the User was last used.

In this option the User is also able to enter his/her e-mail address to which s/he wants to receive
notifications upon each login via NIAS.

SCREEN DESCRIPTION



My Profile

The e-mail address is entered into the associated input field and saved by selecting the Save e-
mail address button.

Enter or change the e-mail address for receiving log-in notifications:

test@mail.hr]

Save e-mail address

Figure 26: E-mail address entry

After saving it, a notification that the e-mail address needs to be confirmed via the registration
link is displayed.

My Profile

’ @ An e-mail with the registration link has been sent to your e-mail address.

Moje preéice 8 Favorites e
* Moj OIB + e-Zahtjev za izdavanje vozacke dozvole

+ e-Maticne knjige * Porezna prijava za obraéun i placanje posebnog poreza na motorna vozila

* Portal zdravlja « e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

« e-Zahtjev za izdavanje ePutovnice

Figure 27: Registration e-mail sent

The link to confirm the validity of the e-mail address is sent to the entered e-mail address. The
validity is confirmed by selecting the link ovdje.

Poitovam,
ova poruka je generirana s NIAS-a tijekom registracije e-mail adrese.
Kako b1 potvrdili registraciju e-mail adrese, molimo kliknite m‘ﬁie.

Figure 28: E-mail address registration message
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After confirmation, the e-mail address is shown in the option Used credentials, section
Registered e-Addresses.

Used digital credentials

Below is a list of digital credentials you used in NIAS and the date of the
last log-in with the corresponding digital credential. You can also provide
an e-mail address for receiving log-in notifications.

Name of the digital credential Last log-in
ePass 3/31/2021 11:40:56 AM
Poslovni certifikat sigurnosne razine 4 7/9/2020 12:56:55 PM

Test vjerodajnica 2/15/2019 1:56:49 PM

Registered e-mail addresses

test@mail.hr

Enter or change the e-mail address for receiving log-in notifications:

Save e-mail address

Figure 29: Registered e-Addresses

The User can save multiple e-mail addresses for receiving notifications. A registered e-malil
address can be deregistered by selecting the symbol .

Registered e-mail addresses

test@mail.hr ®

test2@mail.hr 3‘]

Figure 30: E-mail address deregistration

SCREEN DESCRIPTION
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5.5. Additional options

The My Profile e-service contains additional options, such as the bar with links to certain options
in the e-Citizens system like searching for information and services, viewing notifications, links
to other portals, and the option to submit suggestions and comments for improving the website.

Become an e-Citizen Catalogue of services Information catalogue Foreign nationals in Croatians living abroad e-Government
Croatia

Search information and services

Q Notifications Help
My Profile
Moje precice {§§ Favorites {5}
* Moj 0IB * e-Zahtjev za izdavanje vozacke dozvole
« e-Matiéne knjige + Porezna prijava za obraéun i pla¢anje posebnog poreza na motorna vozila
* Portal zdravlja = e-Zahtjev za izdavanje ePutovnice

* e-Usluge MUP-a

* e-Zahtjev za izdavanje ePutovnice

Figure 31: Options bar on the Central Government Portal

If the User wants to search for information and services, the search results (information and e-
services) will be displayed after entering the criterion and clicking on search.

Search information and services

driving %

Figure 32: Search for information and services

An additional option within the My Profile e-service are Notifications and Help as part of the e-
Citizens system website. In these categories it is possible to read the latest notifications from
the e-Citizens system, as well as additional explanations about the e-Citizens system provided
in the Frequently Asked Questions.

Announcements

= "Reconstruction” information centre opens in Zagreb

Apply for your COVID-19 vaccination!

On 1 March 2021, a system was launched, which allows citizens interested in
being vaccinated to apply for vaccination against COVID-19. Apart from applying
by contacting their general practitioners, citizens can also apply

at https:/cijepise.zdravlje.hr/ or by calling the toll-free number 0800 0011

= Find more = More information

Figure 33: Brief overview of notifications from the e-Citizens system website

SCREEN DESCRIPTION
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e

Help
For assistance with using the e-Citizens digital platform, you can contact our Gustomer Service on weekdays from
Frequently asked questions 07:30 a.m. to 3:30 p.m. by phone at 072 200 027 or email at pomoc@e-gradjani.hr
~ -
:@:
Answers to questions frequently asked by users of e- FrEquently asked qUEStlonS

Citizens are available here

7  What are the features of the new and redesigned e-Citizens digital platform? v
What is the purpose of the red navigation bar at the top of the screen?

User settings of the My Profile service 2 . g B v

G 3 Why have new security levels been introduced? v
od

Instructions for changing the settings on the My 4 How do security levels affect the way | use the system? ~
Profile page are available here

5 Whatis the My Profile service? v

6  What are e-Authorisations and how can | use them? v

7  How can | use the services on behalf of my minor children? v

8  If1am not a Croatian citizen, can | use the e-Citizens digital platform? v

Figure 34: Brief overview of Help from the e-Citizens system website

At the bottom of the page there are various links to government portals, and the option for
sending suggestions and comments for improving the page.

Portal e-Citizens Help us improve this page

Koronavirus.hr e-Savjetovanja Was the content useful? Yes No Partially

Cijepise.zdravlje.hr List of Accepted Digital Credentials Give us your suggestions/comments:

eQbnova Uvjeti koristenja

Potres info Accessibility Statement

|zvozni portal Za institucije u projektu =

Your email address:
Portal otvorenih podataka Cookies Policy

Note: If you de not enter your email address, we will not be able to answer your suggestion or comment.

Enter code: 46904

Figure 35: Links to portals and the feedback section

When sending suggestions or comments, the User has the option of indicating if the content
was useful and write her/his suggestions or comments. Optionally, the User may enter her/his
e-mail address, so that s/he can receive a response. After entering a control number, the User
must click on the Submit button to send her/his suggestion.

SCREEN DESCRIPTION
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Help us improve this page
Has this content been useful? (s) Yes () No () Partly

Your suggestion or comment:

test

Your e-mail address:

test@adresa.hr

Mote: if you do not enter your e-mail address, we will not be able to reply to your gquestion or comment.

Upisite kontrolni broj: 59808

Figure 36: Sending suggestions or comments

5.5.1. Digital accessibility

The My Profile e-service is adapted for use by persons with disabilities, so that all users,
regardless of their disability, can access, use and understand the My Profile e-service.
Accessibility options can be found in the Navigation bar, and they include customisation for the
visually impaired, font customisation for easier reading for people with dyslexia, and font size
adaptation.
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Figure 37: Accessibility options

By selecting the option , the e-service activates the adaptation for visual impairment. This
option enables high-contrast text and images against the background, making it easier to read.

To return to default screen contrast settings, click on .
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Figure 38: Customisation for visual impairment

By clicking on the option ﬂ you can change the font and make the My Profile more user-
friendly for Fersons with dyslexia. To return to default font settings on the e-service screen,

click on .
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Figure 39: Customisation for dyslexia

By clicking on ,you can change font size on the page. Click on @ for a larger font and @

. . , . a
for a smaller font on the website. To return to default font size settings, click on = .
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Figure 40: Changing the font size

5.6. Log off from the e-service
Log off from the My Profile e-service is performed by selecting the link ODJAVA.
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Figure 41: Log off link

The e-Service initiates the single sign out process and redirects the User to the NIAS website.
The instructions for single sign out are available on the NIAS website https://nias.gov.hr/.

After successfully logging off via NIAS, the User is redirected to the home page of the e-Citizens
system.
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Figure 42: Home page of the e-Citizens system
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